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Eighth Semester B.E. Degree Examination, Jan./Feb.2023
Network and Gybdr Security 
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Time: 3 hrs. ,,, , 'l)Max. Marks: 100

Note: Answey any FIVE full questions, choosing ONE full question from eoch module.
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2 a. Explain the various parameters that are asSociated with session and connection state of SSL

protocol.
b. Explain 4,,phases of handshake protoool iii detail with a neat sketch.

Module-2
Explain the PGP operational description for E-mail compatibility with a neat sketch.

(10 Marks)
Illustrate the key components of the intemet mail architecture with a neat diagram.(I0 Marks)

3a.

b.

What is port forwarding? Explain local and remote port forwarding supported by SSII
protocol in detail. (10 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(10 Marks)

Module-1
Explain the operation of SSL reeord protocol with a neat sketch.

relevant to IPV4 and IPV6,'with a neat diagram.

Module-4
Explain the primal'design forces in cyber security domains in detail.

(10 Marks)

(10 Marks)

(06 Marks)

OR
4 a. With relevant diagram, explain the confidentiality and authentication services provided by

PGP protocol.
b. Explain the DKIM functional flow wifta neat diagram.

'Module-3 I '

5 a. Descritier,the IP traffic proqf$$,ing for the outbound and inbound packets with relevant rnodel
sketch. (lo Marks)

b. ,,LiSt the importance feafures of IKE key determination algorithm. (05 Marks)

c; , Whut parameters identifr an SA and what parameters characteize the nature of particular
SA. (05 Marks)

OR
6 a. Illustrate lP security scenario and explain benefits of IP sec, with a relevant diagram.

(10 Marks)

b. Describe transport and tunnel modes used for IP sec ESP services bringing out their scope

b. What are the sigm'ficants of signature - based Malwave detection and what are its limitations
against polymbrphic threats? (06 Marks)

c. Mention thb.types of cyber antipattems templates and explain various components of thosc

templates.
I of2

(08 Marks)
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(08 Marks)
(06 Marks)
(06 Marks)

(10 Marks)
(10 Marks)
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I a. Explain the following :

i) Can?t patch Dumb
ii) Never Read the Logs.

c.

a. Describe architectufal
b. Explain the Zachman

10 a. Why is netwo*

)dule-5
patterns and 6/pes in dodail.

enterprise arch iteefu re::'

--, -
b. List and describe forces in cyber anti-pa in
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fu in detail.
Explain the antipatterns for poliey - S1fry.gn Kecurity certification.
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ion on essential skillnfor hands-on-cyber security professional?
(06 Marks)

the Host Based Security (HBS).

os.
(08 Marks)
(06 Marks)
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